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Jun103n13AIUANNISIIT TS UUA TAUMALAT SZUULATEU 18D
WMInedy wag Jasiunisyuniniiussuuesetiey wIenlusunsulseasnite (Malware)
flagaframudsniefudoya nionsvinauvesszuvasaumaALasszuuLA3 ool
nyavedn sadliannsonsaadey famuigaddauiidnldnussuvasaunauagssuy

\ASeUIETRIUNINeRE e 19gNABs

v

1 d‘ a wva
dauil 4 uurfiRvesguassuy
e muantuaruuiujUiavesdguaseuu (System Administrator)
lunsuImsdanis Mty qualAIesreuiimeiwaivg (Server) Layszuuia3aY1e (Network)

Tanunsoldanuldfegiave sumiinsaendosguadldnulidulumuwiuleuis

doufl 5 uuUfinisdmiszuudrsesuasununisuanunisunsdigniduy
iiefmumidunininislunisdrisestoyainiosnenfinnesusiaie
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unumiiddguazgenduaiisniudmiueieusivneneuiiamnes
1.A309usitn8 (Server)

\A3D9UITE W30 Server Aaiadasnaufinmasfioanuuuniioliuinsuiades
oufialnosdus (Client) luiaietns Tnsvimihiidugudnanslunsdaifuioya Uszanawa
wazk U UNINeINT6N99)

1.1 anuddyvaaadeuidigluaniiunisinu

- dafivkezdanistoyatinny Jeyadvins wazdeyanzileu
- 9995UTHUUANTAUNARNINS YDIUNINGIAE
- Tuimsiuled B wazszuuosulay

- dsesayanarinwianulaensiy

2. Uszinnuaaiadaauiivng
2.1 UUNAIUNTSLIF9U
2.1.1 Web Server (13us@$niaa3)
- wthit: WusmsduleduazSuneundiedu
- 9aWAWIS: Apache, Nginx, 1IS
- asleanulusmninende: duledndn, svuuaamsidoueaulay
2.1.2 Database Server (1¥35Wi28331ud0ya)
- wihil: dafuuazdanisgudeya
- aNALIT: MySQL, PostereSQL, Microsoft SQL Server, Oracle
- msldnuluaninede: grudeyain@nw, ssuuneleu, Jeyaivng
2.1.3 File Server (1¥51295lW4)
- Wi defunazuusiulng
- 9%UY: Windows File Server, Samba, FTP Server
- astulugmInends: Wuenans, wustuludanu
2.1.4 Application Server (15WL205uaUNALATY)
- wthil: SulusunsuuazuoUnaladusingg
- wealulad: Java EE, .NET, PHP

- MSUlULININGNRY: STUURNSEUWIA, STUUUSUISIANG
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nanuuReunddglunisiansszuuiaiaspauiunaiuivig dindastuivinisuag
Nundgy ININYIRYIIVAENAUAT
1 n15NIMUALaY IP Address d1m5uLASasAUi MBS LNYIY Tanunewa IP

a

Address Na1dndaasudviniswazaiunsilou 1IASUInassuI91UIU 253 RUULAY

o w

(172.16.1.1 - 253) dinIneusnishazwalulagansauna InINeaessiganauns

2 nsdandsugunsailudruiifiusnsauwafifionsununisinasusdng
Aaufinas Tiud wiesneufinmesuitne (Server Computer) 1A3aINTEaNedyINSEUY
1A38918 (Switching HUB) aneideysy1ad (UTP Cable)

2.1 @jﬁa‘ﬁ%LLﬁ@Qﬂﬂ’iaﬂgﬂLﬂ%mﬂ@mﬁ’JLGI@%LL@J"‘U'WEJIG]EII% Server Computer
$1U7 3 1Ades WieRnsawlgelFusniseed s¥UU SNRU Connect (1) Database Server
dTUIWTaYaTEUUUIMISNISANYY (2) Web Server seuuativayun1sInnIsiseunIsaey
(Apache Web server) (3) Web Server @5ussuuuinisnisane(lisS Web Server) 53Ut
SNRU Connect

2.2 MeuHUMsAnGauiThes

2.2.1 \nsesmeuialnosiainng 1desil 1 mdnwadiines dmiuguteya
STUUUIMTNSANYT AMrUARLNeLaY IP Address: 172.16.1.200
Subnet Mask: 255.255.255.0 Default Gateway: 172.16.1.254 Preferred DNS Server:
202.29.24.10 Alternate DNS Server: 10.8.8.10

2.2.2 \3esneNiiamesuiing 1a3esi 2 ulddned svuvatuayunis
IAN19L38UN15@0U (Apache Web server) ANuuaNU18Lay IP Address: 172.16.1.247
Subnet Mask: 255.255.255.0 Default Gateway: 172.16.1.254  Preferred DNS Server:
202.29.24.10 Alternate DNS Server: 10.8.8.10

2.2.3 ipesneufinmesuiidny wdead 3 udsines dmsuszuuuims
n15AN (IS Web Server) s¥uu SNRU Connect fnuananglay IP Address: 172.16.1.247
Subnet Mask: 255.255.255.0 Default Gateway: 172.16.1.254 Preferred DNS Server:
202.29.24.10 Alternate DNS Server: 10.8.8.10
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3 MTLYDUADLATIINTZANYHYYIUTZUULATYNY
LATDINTEFYYINEUNINeUINIThazmAlUlaBaTawA N INYIRY
fganauns Wvinnsinfedinsudiinduasuiziniswazaunzideudiouds

dygynszuunsonngluds szuunTevIsunIng1dsun1ing1desviganauns

nsuiRnunugletiagyniseusaiaiacudviigasuiiames 1, 2 WiiuiaTes

nizanedygIailaiea1edygIMIrUULIATOUI8LUY Unshielded Twisted pair
(UTP) wila CAT 6 8nliuLA30 Server LA 3 Agagnulainsos 172.16.1.247

Tngvihaulugusuuaeuiamesialou (Virtual Machine)

4 MILYDUADANYAYYINTZUULATIVY
AL TAUABDSTEUULATOIABUNILABDIWUUNY VBId1TNdBaSUIVIN1THAY
Nunzeu WunisWeusolaunenlauraanisiinlvau tasazldaiuisaditald lngnsaann

= ° v v ) Y a | A o v Y
Meuen karazinisinualigldnumill aansalduinsiulawuiinmvualviviig

Internet

3BB Rouu‘r% % Uninet Router

1oy .ml,im.’zv_lr"znz,n,u 3126
¥
Paloalto r’ 192.168.10.254724

- e
Fircwall i
192.168.99.28424

A

192.168.99,1:24

Cisco Catalyst E o
s Sophos Firewall
6509E NG
. Virmal

a3

192,168.10.25324 | | 172.16.1.254124

=" Khon\ L

Cisco Catalyst Cisco Catalyst Hv
4506E 4506E

Web1=172.16,1.28324 DB1=172.16.1.251/24

&
Load Balance Web Setver

~
S|

Web2=171.16.1.25324 DB2-17116.1.25024

ANUTENBU 6 RINSITDUADABUNLADIHUUIY dNUndLaSUIVINISHATIUNEL T
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¥ d' 1 U d' Y o

ABILYaUnNBnNU Port 483 Server Computer AlAAIMUANUIE LAY

IP Address L3lvigndes diguiuasvinlviaIesadieldaiunsaeuse
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= a v
ﬂﬂﬂﬁiﬂl/LLNuﬂqiﬂﬂUﬁﬂqu
dlnasasuivnisuaznunsidou wminerdevdganauasiivuiludlunisle
~ a X A = & ~ a U a a
NusTLUATaumAigaasiulaunTwies o Fadunauainnsiuminedelaaiuniv
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Center) n1elAn1sguani1aiiunIenImkazdwIngey vesdininguinisuazinalulad
ANTAUWA UNNINIFBIIYAYANAUAT LkA
- WATenkiYIY MeLUAETINeT dvmsugiudeyaseuuuInInIsAnm
=~ .. 2 ac-¢ ¢ ) ) a
- IATRIIYIY LIUETNGS syuvatuayun1sInnIsiseun1saeuy (Apache
Web server)
- peaivne Buldsiines dmsussuuusrisnisanen (IS Web Server)
5¢UU SNRU Connect
wiulddndinauasuivinsuazanunzifou Insuszyndldiniasnoufiamasu
1 a ~ (Y] o a a o [~ 2 ¥ a
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] A dl' Y a | 6
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wallan1sufineu
n13ARResEUUUfUANNS Windows Server uupauilainasuivng
AlatlazuanIn1sAnfsyuUUURN1ST Microsoft Windows Server 2019

vuATeIneuiames Dell PowerEdge R730 &dldiduinsasneuiiamesuiunayszdnegi

91A1sAudaa WNINeRETva)anauns (SNRU Data Center) dUunauisil

N13AARAeTEUVUUANS Windows Server 2019 lagld CD/DVD

1. Wousewlufiun 980 W1d wazgunsaldenaeidndudus wWhiuszuy
2. \UnsvuukazaunIalienfiiouse

3. A F2 WisluNminnisaaassuy

AMNUIENBU 7 ANGNSEUU

4. UUntNae System Setup liAdn System BIOS wa1Adn Boot Settings.

System Setup

System Setup Main Menu

System BIOS

IDRAC Settings

Device Settings

ANUTENOU 8 YNANYBINTAIANTTUY



5. avvaaeuliuudlanladiden UEFI Wulnuays

System BIOS

System BIOS Settings « Boot Settings

Boot Mode OBIOS @

Boot Sequence Retry @® Enabled O Disabled
O t ®

Generic USB Boot O Enabled @ Disabled

Hard-disk Drive Placeholder " © Enabled @® Disabled

UEFI Boot Settings

AnUsENBU 9 NMIFIANNITYA

6. Aan UEFI Boot Settings wanman UEFI Boot Sequence

System BIOS

System BIOS Settings « Boot Settings « UEFI Boot Settings

UEFI| Boot Sequence

Embedded SATA Port Disk A: Windows Boot Manager
PXE Device 1: Embedded NIC 1Port 1Partition 1

AwUsEnau 10 BIOS s¥uu N1sAsAnsya UEFI

7. Tuniiwng Change Order aaaeaulvilainladen Virtual Optical Drive:

Virtual CD 1Wugunsaldmiuyauas 91ntuadn OK

Change Order

Use arrow keys to select an item. Use +/- to
position the item in the list.

Virtual Optical Drive: Virtual CD = >
AHCI Controller in Slot 5: Windows Boot Manager _l =

| —— |
Unavailable: XenServer

PXE Device 1: Embedded NIC 1Port 1Partition 1

Cancel | OK

Awdsenau 11 vhasidenddunisys

44



a5

a o [y

8. AN gauUNAU

(%
a 1 a

a < 1
9. AN W@3AFY umAdin 1y
10.A8N 1@598U ieDBNINNT MIFAITEUU waandn 1o Wiesynszuy
11.Tduweiuszuuufisnis Microsoft Windows Server 2019 aslulasl DVD/CD

12189370 files gnlvian donNwTIReINTAARITEUUUSURNS

Windows Server: 2019

My language is English

Eigene Sprache: Deutsch

Mi idioma es espafiol

Ma langue : frangais

Lingua dell'utente: taliano

EATHS8E BEE T
iP O

AMWUsENBU 12 1§BNATYY NTAIAINITYA
13.48n3UUU 71w a0 wazananu wluiiud visedsnsleudeya udindn

dalu
Windows Server: 2019

Language to install: iEnglish {United States) L]

Time and currency format: OEIER VAR RIER) v

Keyboard or input method: i

Enter your language and other preferences and click "Next" to continue

AMUsENOU 13 MN3alienIuuy 1w a1 uazanalu wluiud



a6

14.aan Install now

Windows Server: 2019

Install now

AnUsENoU 14 ni9eRnftssuuUfuRn1g

1518038 UuuUURN5NAIN1T 91NUuAdn Next

{ & Wind et
() & indows Setup

Select the operating system you want to install

Architecture Date modified

Windows Server 2019 Datacenter x4 10/9/2018
10/9/2018

Operating system

Windows Server 2019 Datacenter (Desktop Experience)

Description:
This option installs the full Windows graphical environment, consuming extra drive space. It can be

useful if you want to use the Windows desktop or have an app that requires it

Next

AnUTENOU 15 [oniAeIn1sing seuuU)uanis
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16.81udpyatennasdnsnislidau ienndesnaIesainggnluges | accept the

license terms gngausuRaulun1seunnlAldans 1vinan Next
==

& o Window: setvp

Applicable notices and license terms

IMPORTANT NOTICE (followed by LICENSE TERMS) 2

and Usage Microsoft ally collects this
information, which may be associated with your organization, over the
internet, and uses it to help improve your installation, upgrade, and user
experience, and the quality and security of Microsoft products and services.
Windows Server has four (4) information collection settings (Security, Basic,
Enhanced, and Full), and uses the “Enhanced” setting by defauit. The
Enhanced level includes information required to: (i) run our anti-malware and
diagnostic and usage information technologies; (ii) understand device
quality, and application usage and compatibility; and (iii) identify quality
issues in the use and performance of the operating system and applications.

Choice and Control: Administrators can change the level of information

[A1accept the license terms.

)

s
2

nnUszneu 16 Ussniafiieatesuasouluniseunynluldans

Tuniiasnlnidenyszinnfnnssiinliidon Custom: Install Windows only
(advanced)

@ ﬁ Windows Setup

Which type of installation do you want?

Upgrade: Install Windows and keep files, settings, and applications
The files, settings, and applications are move Windows with this option. This option is only
available when a supported version of Windows is already running on the computer

Custom: Install Windows only (advanced)

The files, settings, and applications aren't moved to Windo ith this option. if you want to
make changes to partitions and drives, start the computer using the instaliation disc. We
recommend backing up your files before you continue

ANUTENBU 17 NEN9LE8NUTeLNNVINITAAR
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1. TdeniiuifeansinnsseuuliAnisuagadn 11 New eadramsatuln

1) Aan 7N New Lieasranisadulug

@ o Windows Setup
Where do you want to install Windows?
Name Total size Free space Type

"/ Drive 0 Unallocated Space 2329 GB 2329GB

“ Drive 1 Unallocated Space 2329GB 2329GB
44 Refresh &/ Format New
& Load driver

Next

AMNUSENBU 18 LADNMWNUINLAARI

2) lunaes Size WldvSaidonvuinvesnsidudu MB udndn Apply

@ & Windows Setup
Where do you want to install Windows?
Name Total size Free space Type
V Drive 0 Unallocated Space 2329GB 2329GB
7 Drive 1 Unallocated Space 2329GB 2329GB
49 Refresh /’ Delete & Format New
€ Load driver j Extend Size: “238475 & ™8 | Apply ] Cancel
Next

ANUTENBU 19 MINDAIANVUIAVDINISATY
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AuBINAN: PuIANTIATuT U LugivemnSAdundnamiy Standard uas
Datacenter Edition o 40 GB uazd1miu Essentials Edition fie 60 GB w1nfAnsa
Tuganieanudndiuduluszuy onafosldfuiinfidundnfuduiesesiu
Page file (IWldvutuAd1uTaiiou) uay Hibernation file (W dWndeya)
Hibernation file n3adolndluszuufe hiberfilsys Wulndddyiseuuufdang
Windows #dmiu ifudeyaainniieausmdn RaM) addufiufiiudeya
(Storage) ypuzflLdnglunn Hibermate UnUIMY3 Hibernation file:tilogl4iden
"Hibernate" unuN13 Shutdown 39 Sleep T¥UUATTUTINADIULVDY WA
(RAM) Fr9vun 1y TWsunsufiidaog Idfddeheu nsddiszuy as
aslu hiberfil.sys wé’qmﬂﬁ?um%wz %Wé’muﬁwm (Wwilou Shutdown) e
A0 9T ITUEnATe Windows glvandayaann hiberfilsys nduLding RAM
nduIWaReneBLldTuR serinanisiade awamnfAduiiuusiazuansuy

NN TUVUIANUIYAIINTIVBITEUU

©, % Windows Setup L
Where do you want to install Windows?
Name Total size Free space Type
V Drive 0 Unallocated Space 2329 GB 2329GB
v Windows Setup &
To ensure that all Windows features work correctly, Windows might create
0‘ additional partitions for system files

Ref

% Ploa | OK ] \ Cancel ]
Nex

ANUSENBU 20 MUNADLAILFABUBNAES 1IN ATW RN AL mSUlnas s U
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2. @enwsaduszuuuuRnisnasuulng

[%
a o

AnmsszuuUifnisudaasa

50

WAdn Next JEUURYIYANGIRIN

@ of Windows Setup
Where do you want to install Windows?
Name Total size Free space Type

7 Drive 0 Partition 1: Recovery 4990 MB 4820 MB Recovery
=7 Drive 0 Partition 2 1000 MB 950MB System

> Drive 0 Partition 3 160 MB 160 MB MSR (Reserved)

— Drive 0 Partition 4 2323 GB 2323GB Primary
] Drive 1 Unallocated Space 2329GB 2329GB
49 Refresh /¥ Delete & Format New
€4 Load driver ‘ji'gend

[ bea |

AnUsEneu 21 Wenwisadussuulfuanisnasaulng

3. Jousiarudguaszuu umldnasuiedudusiariu a1ntuadn Finish

Customize settings
User name
Password

Reenter password

i i hiat

AMMUTENBU 22 USUWSINITAIAN

4. nansyaszuuwa ina Ctrl+Alt+Delete Liveidngszuy

a ¢ 1

Y

o (%
Y a

5. iR ugauaszuy udaine Enter luduiasaduduneunising,
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nsAansusitneliudnisivled (Web Server)

Tunisliuinisiivlednse Webserver vasdrtinduaiuivinisuazaunzidou
uinerdusviganauas tildsuuuunsliuing 2 uuuu fe

1. Web Server fifinssluiniasneufiunofiaiion wie Virtual Machine T4 susiny
1Usunsu Oracle VirtualBox ImaLﬂ%aqﬁ%ﬁm&gﬁgwﬂﬁﬁams Windows Server 2008 R2
Feazduszuuundddameg 1wy szuuuImsnisfing SNRU Connect szuuuimsdnnis
NANEATANNINTZIU UAB.

2. Apache Web Server loUszanananiwn php fundn Duszuuinmuilg

soWaAULNaNALNUTE VUL la1nsavauldegafuUsans

UABUN 1: A1 lvan Oracle VirtualBox
1. Waiuwniwesuazlundivlesinianisues Oracle VirtualBox:

https://www.virtualbox.org

18 VirtualBox fo1 Download  Documentation  Communlty (@

Powerful open source virtualization
For personal and enterprise use Get Started

x86_64 hardware (with version 7.1 additionally for macOS/Arm),
targeted at laptop, desktop, server and embedded use. Download VirtualBox binaries and platform
packages

nnUsznau 23 Buledn1inisued Oracle VirtualBox
2. ﬂaﬂ‘f?‘i‘fjm “Download VirtualBox”

3. LEBNVIBSTUAINSU Windows taeaanii “Windows hosts”

VirtualBox Platform Packages

VirtualBox 7.1.8 platform packages
2N Windows hosts

macOS / Intel hosts

macOS / Apple Silicon hosts
Linux distributions

Solaris hosts

Solaris 11 IPS hosts

L/

B <<
4=

‘v]'

AMNUTENBU 24 NTN9LIBSTUANSUAUTUAIULAR
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UABUTN 2: ARASlUSWATY VirtualBox
1. pudamaniing .exe fin1llnanun
Aan Next TuninANasuAUNISAAG

USUBFAINISANAIMINADINIS M30AAN Next pall

Aan Install WBLSURAG

2
3
4. @&n Yes MWﬂizUULL?}JﬂLaauﬁaﬂ Network Interfaces
5
6. Aan Install nszuusaieuliaadslasied

;

dlofnsiaasa adn Finish
Jumoufl 3: AinAe Extension Pack
1. ndulufivih https://www.virtualbox.org/wiki/Downloads

aNuluan VirtualBox Extension Pack

2

3. fudandniilng .vbox-extpack

4. @an Install LaggausutonnaInIslau
5

AAN OK Wan1sanduasady

1.n15AAAY Web Server NAnndlutAsasnaunimasialiou iaassuu SNRU Connect

1. Waluswnsy

8¢ Oracle VM VirtualBox Manager - o kY

Fle Machine Help

U v “= ¢ GR Q4

es  Import Export New Add

Welcome to VirtualBox!

AMnUsEnau 23 ninaeluswknsy Virtual Box



2. PANT Files > Import Appliance

¥
File

&

@
o}

=

®
a

]

Oracle VM VirtualBex Manager

- o X
Machine  Help
Preferences... Ccirl+G g= (jb @ @ {:“*} ED]
7 §=
Import Appliance.... Cirl+1 Preferences  Import Export MNew Add
Export Appliance.. Cirl+E Welcome to VirtuaBox!
Todls ’ The left part of application window contains global tools and lists il
virtual machines and virtual machine groups an your computer, You
Check for Updates... can import, 2dd and creste new Vs Using corresponding toolbar
buttans. You can popup a tools of cLrrently selected lement Lsing
Reset All Warnings corresponding element button,
You can press the F1 key to get instant help, or visit
Quit i+ www virtusbox,org for more information and latest news.

ANUSENOU 24 M@ InsuUEI g .ova Ad1seald

3. aenbanslndseald waamadn Next

¥ Import Virtual Appliance ? *

Help

Appliance to import

Please choose the source to import appliance from, This can be a local file system to import OVF archive or
one of known doud service providers to import doud VM from.

Source:  Local File System w

Please choose a file to import the virtual appliance from. VirtualBox currently supports importing appliances
saved in the Open Virtualization Format (OVF). To continue, select the file to import below.

File: C:\Userslaor_u\Downloads\Jsed_W2WinZks-172.16.1.31.oval m

Expert Mode Back Cancel

AMWUsENaU 25 vinaedusunisiaanting
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4.Aan Finish iasunszuIuNsdnszsuuUfiAnsuazlusunsufid1sesly

.'Ij Import Virtual Appliance

Appliance settings

disable others using the check boxes below.

?

These are the virtual machines contained in the appliance and the suggested settings of the imported
VirtualBox machines. You can change many of the properties shown by double-dicking on the items and

X

Virtual System 1

2 Name Used_W2Win2ka-172.16.1.31
HH cuest 05 Type B4 windows 2008 (32-6it)
{J cru o5
& ram 50918 MB
@ owo (]
‘{9 USE Controller a
(o seund card B8 Intel HD Audio

Machine Base Folder: Ci\WUsers\aor_u'VirtualBox YMs ~

MAC Address Policy: | Incude only NAT network adapter MAC addresses

Additional Options: (@ Import hard drives as VDI

Appliance is not signed

Help Back

Cancel

AnUsEnau 26 wnaedunsunisidantng

2. YUABUNISANAY Apache Web Server #2g Laragon

Laragon Julusunsusraesitlyviiuindu Web Server Laragon vianulaseng

a a o

sandaziuseanSaind usu PHP, Node.js, Python, Java, Go, Ruby s3at511miin

LN UIELAZIERDNTWAIUN
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1) Wludiaed https://laragon.org/download/ LLE’i”Jﬂaﬂﬂ’lﬂﬁaﬂL’Jai‘%&ud’IEjﬂ

waeuLda bana 1l vanuLad Wiefnga

ﬁb’-] Setup - Laragon - X

Welcome to the Laragon Setup
Wizard

This will install Laragon 4.0.16 on your computer.

Itis recommended that you close all other applications before
continuing.
Click Next to continue, or Cancel to exit Setup.

AMNUSENDU 27 NUIABLSUAUNITAAAI

(%
Y

2) LADNAILMUNTAAUNRARININADINTT LAIPAN Next

ﬁ%’ Setup - Laragon = X

Select Destination Location
Where should Laragon be installed?

Setup will install Laragon into the following folder.

To continue, dick Next. If you would like to select a different folder, dlick Browse.

m ] Browse...

At least 722.9 MB of free disk space is required.

<o ==

NMMUIENOU 28 NtnvatdsnduusdaAulng



3)Aan Next LWBLSUNTEUIUNNSANAILUSHNTY

ﬂg! Setup - Laragon - X
Auto start, Auto detect and create virtual hosts
You can change later in Laragon by going to Menu > Preferences

Laragon runs extremely fast and has very low memory footprint (< 4 MB)

[ Run Laragon when Windows starts

Your app will get pretty url ——> http://app.test
Auto virtual hosts

Quick ways to open Text Editor & Command Prompt
Add Notepad++ & Terminal to the Right-Click Menu

= coc

ANUTENBU 29 MN9RAIANNDURAAILUTHNTL

4) 9ISUNTEUIUNSANAILUTWASY SBlRsTuUAnaanndlmsausae

i3 Setup - Laragon = X
Installing
Please wait while Setup installs Laragon on your computer.
Extracting files...

D:Varagon bin\git\mingw&4\bin libatomic-1.dll

Cancel

AMMUTENDU 30 NHNBLERINITUENIIE LiTDRARS
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5) LR IlUSHATILSEUSBEWAD AAN Finish LWBLSUAUNNSYINOUUBIUSHATY

ﬂ%] Setup - Laragon —

Completing the Laragon Setup
Wizard

Setup has finished installing Laragon on your computer. The
application may be launched by selecting the installed icons.

Q Click Finish to exit Setup.
[] view the README file

Run Laragon

AMUIENBU 31 UENA9I8URANISAARIUSUATY

6) WaAdn Finish L&19zUsINYUEII0NBITUAUNISYINUYRIlUsHATUTILAYY

29linany Start All waluskNSUAZISUYINU

Q Laragon Full 4.0,16 190914 php-7.2.19-Win32-VC15-x64 [TS] 192.168.100.12 X
eo K
Action is the foundational key to all success.
(2 startAll & Web 3 Database & Terminal Root

AMNUTENDU 32 AU WNDLSUAUYINIUYDIIUS LAY

7) na9anNAan Start Al WA U TLASUILWAAIADIUNITIVI9IUYBITLUU

LLAAIFDUNITUVINIUY LATNBTHTLNEIVDININUA



@ Laragon Full 4.0.16 190914 php-7.2.19-Win32-VC15-x64 [T5] 192.168.100.12

Apache httpd-2.4.35-win64-VC15 started
P U MySQL mysql-5.7.24-winx64 started

Nginx nginx-1.16.0 started

80
3306

8080

L stop 3 Database & Terminal

Reload

Reload

Root

AMNUTENBU 33 NUNIDUAASANTUNTAITNIIUYBITE UL
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8) M1INFBINITNAFOUNITVIIIUYBITLUUAINITOTAUTIINGBT WAL TEY

lofiuoniasa 127.0.0.1 5832y http://localhost fila

Laragon

Apache/2.4.35 (Win64) OpenSSL/111b PHP/7.219
PHP version: 7.219 info
Document Root: D:/laragon/www

Getting Started

AwUsenau 34 ‘I/iﬁ']LLiﬂ‘U’ENL%U




Apache Web Server faazls

59

Apache HTTP Server (#3at38ndu ¢ 91 Apache) fawoWAwIs Web Server wuu Open

Source  FFuiulainazwaundntuuwiu  Tiuag1awnsaneuy  Linux,

mMacOS a9 5895UN15I491U PHP, Python, Perl %18
ALAUVDY Apache
o 5935Uluga (Modules) 14 9 WU mod_rewrite, mod_ssl
o A htaccess I¢ogsEiaveu
o ldefiu PHP wag MySQL lepensd
o @des warlisunssunmatinaue

o 191l Production Server y1atan

lufiadanldy Laragon?

Windows,

Laragon 1JugaiaunIui@sniesiuu All-in-One 15U Windows lagunsa

fiu Apache, PHP, MySQL, Node.js, Composer “1a*

Y A
YIAVAY Laragon

'
U a L

1. fnnsireun — lddsadnaszuuieey weiugisusu

2. 5ududi — lwnAsesnin XAMPP, WAMP

3. 1 Auto Virtual Host — {Javiusedawu myproject.test Tnglsidiosud hosts wie

httpd-vhosts.conf 183

4. @adunastu PHP 1adne — 19 PHP “aneniastuuuAIaqien

5. LangsLaziiing1 XAMPP/WAMP Tunnswaun

yirlunelaiidan XAMPP %38 WAMP?

AMENURA XAMPP/WAMP Laragon

YU ln&Rne Tney i
& a Y <

AMULSIlUN55Y 4 157
adu PHP lalny &0 de
Auto Virtual Host 9] 9
A159ANISUSNIS (Service) Yrunang YWALLUN
NARGAY/00UNTARRY 898N Lainsludluszuy

M3USeULguAENUR YBIXAMPP way Laragon
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AMUUaBANYYDY Apache + Laragon
ANMUUannBdszau “A” a1
« 14 Laragon annzluin3asdiuda/iniasiaun (Development) Wiy
o Uomosadlolilden gy Port 80, 443)
o Lsii¥n Laragon Wdndsanniedetneneuen (Localhost i)
o liifiudoyadidty wu Password 934 vi3e Database gnAilule3esitld Laragon
Tsiwuziin:
o 14 Laragon \Ju Production Server
o Un Public IP wiolinududrudumesids
minlélu Production Asins Apache, PHP, MySQL wuu Manual uassamanulasnsde

109 (W Wa HTTPS, §9 Firewall, 917 IP Access “184)

GELY
Uszinu A1a5Une
vl Laragon 19911, 157, Sflwesasudwmsutinimun
Fieufusidy 1wt w@@esndn XAMPP/WAMP
Anulasnsdy  Uasnduweaums anbulaly Localhost wagliilalinuuen

o v o v U = ety o 3
bANNENU UNWRIUT, UNLIYLU, UﬂﬁﬂHWWNﬂWWLUUVL‘UW
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1. MsfanunIsUsEliunanIsufuReu
Tunisfinauaniugnisyiaurenaiswitiesnduiiazdediiniosdledie
asraaeun1siiuinisldednemaiios Uptime Kuma duiadesfiefinauaniugnisviia
wuuL e sWa (Opensource) https://sithub.com/louislam/uptime-kuma/ 7478w <

Wouldegnewiurnidionudamnisvinuesnisautdng

3Bn15AAfAe Uptime Kuma uuszuudfjinnis Windows
Uptime Kuma \Junsesfionsiadeunisiauveadinnesuazusnmsiuulemy
wosd N IuTduie amnsansagevanusiuleduazusnisouy laeeied

UszdnSan tenansilazuuzdisnisinas Uptime Kuma uuszuuuuanis Windows
v IS

Fanandudasiinoun1sinng

1. wnsesnauiunesnlgssuuyu]innis Windows

'
a

A ¢ &
2. ASLUDUADDUNDILUR

3. @ndEauaTEUY (Administrator)

sunaud 1: Rnna Node.js
Node.js iuannuindeunsiauiisndudmsunisiu Uptime Kuma
1. amillvan Node js vastuanan (LTS) 91ndiulasinianis: https://nodejs.ore/
2. Walilddnsuazyaudunaunisings
3. avnasuliudladildidensaden "Add to PATH" wielanunsadenld Node js 14
nyNFvLsly Command Prompt

4. a1vdeuNsAnadlaela Command Prompt wagisnadsselUd:

Bash

node -v
npm -vl




62

WNNSAnRIESe Amdunarflazuanaesdures Node js uay npm 7ands

@) Administrator: Command Pro X + >

Microsoft Windows [Version 10.0.26160.40861]
(c) Microsoft Corporation. All rights reserved.

C:\Users\aor_u>node -v
v20.10.0

C:\Users\aor_u>npm -v
16.9.8

C:\Users\aor_u>|

Funoudi 2: Aada Git

Git Wuszuumurunestufisndudmsunisnniiilvan Uptime Kuma 910 GitHub
1. aniluian Git 195U Windows 41n: https://git-scm.com/download/win
2. WamAndauazimuduneu @unsaldmEusulddmsuglinl)

[

3. MA9NARRLESY ATIERUNSARAIlAElA Command Prompt Wagiiumn:

Bash v

git --version

(%
(%

PINNSANGIANS AFITlAZLAAIDITTUUDY Git NIRAGT

Junaui 3: Aulnanuasinne Uptime Kuma
1. U Command Prompt (CMD) %38 PowerShell lugnuggauaszuu lngaanyini
lompulazidon "Run as administrator”

2. B9NANUTIFDINITARAY Uptime Kuma L

Bash ~
cd C:\
mkdir UptimeKuma
cd UptimeKuma




3. Anaen (Clone) lanuas Uptime Kuma 310 GitHub:

63

Bash v

git clone https://github.com/louislam/uptime-kuma.git .

UM LAseme " efdmunsdslidnaanindludiinawmasdagiu

4. FAferNRBIN1TiugIuYes Uptime Kuma:

Bash

npm run setup

[
Y

Tunautiondldiiandnag ewndemitlvanuazinaaiininanig

5. Buduld Uptime Kuma:

npm start

Weawiudenanu "Listening on port: 3001" w@AgI1 Uptime Kuma yauiseusesuan

JunDUN 4: 1 199U Uptime Kuma

1. Daduiusiwes (W Chrome, Firefox, Edge) wazlufl URL:
http://localhost:3001

2. lunisldauesausn auvziesaselnlidauassuy nsendeyaseluil:

(=)

o @QI%

o SHANIU

Ly

o BUSUTFANUY

3. wasnasdelinly AnasingntiinluAuves Uptime Kuma 39aainsaisusae

N1TATIVFDUVINTA99) 161
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n15A9AN 1% Uptime Kuma 91191utilai3u@u Windows
NINHaaN15h Uptime Kuma y1audnludfiynasenisusu Windows @1a15e
1% PM2 Faduiidnnisnssuiunisdmsu Node js:

1.AAAY PM2 61U npm:

npm install -g pm2
2.09A7% Uptime Kuma v1197u1u PM2:

pm2 start server/server.js —--name uptime-kuma

3. JUINN1A9AT PM2:

pm2 save

4. f9Al9 PM2 vinanudiaisudu Windows:

npm install -g pm2-windows-startup

pm2-startup install

¥
[ a

o & . ° 1Y) wa a v . Y = v va
#8931n1 Uptime Kuma 2gviausnludfnnaianizudu Windows wazanunsaidnfelad

http://localhost:3001

« C  Abed 17216124 - * &

regis.snru.ac.th

AsAauauDY A1 Response 1aay vamldnula vailinula Funueangludy
Ta9

T

AMNUSENDU 34 NUNIBLAAIFAMILNITYINGIUYDLATOIADUNILADT WU
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ajuuazdaiauauuz

AUfURuaNglon15USURIU 1389 NARAITEUULATOIARBNTIMBSLIYNY
dlnduasuivinisuazunsiden un1Ineausivdganauns TuunuImMutINves

Y a wa S o = o ¢ ad a v v a vaq ¥ & & |
AU URMuTLE ngIzleu nannu wae ngufiinertotuassesujualnlulunuiuey

a

wangdruiieiu wenanguidinuszdendugseuilu ngseileu nquiinerdouas

D

UtRlAIusgeiudy dedessimihitlunisliviuSnwuugihuagsuuinig Sndhe uasds
dosfldudnlunmssuuiladyiferiunsufofnu Ssamsaagiussduliomguassa
I¥aialll
nMsRanesTuLLAIasaNiamesusite (Server) ftunaundndstl
1) WwssugIsauIs
- wlsudnsesneufinnesudviefifianivunzay wu CPU, RAM, HDD/SSD
Aifwane
- dnwSeugunIalnea iU 9901w, Aduase, wnd (i)
2) AinneszuuUfoRnsdmsuidiines
- lduruAaivIaynan USB vasszuuduinisdmsuidsniies wu Windows
Server, Linux (Ubuntu Server, CentOS 1)
- 1Jﬁﬁ’amm%umaumiam&mﬂwﬁwa
3) ﬁﬁwuﬂmﬁugm%aaswu
- &gqmﬁﬁﬁmuﬁ@uaizw (root %50 administrator)
- AMRUAALATENNY WU IP Address, Subnet Mask, Gateway
- fndauazsumalasiosiisndy
4) Fensgaridursuazudmsiendu
- Ansalusunsudsegnanieg idean1sliuinag wu Web Server, Database
Server, Email Server
~ AndgenALSAIMTUNTUSMSIANISIEU WY Monitoring Tools, Backup

Solutions
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5) nMuARIANUABANY

LazANRUAAT Firewall

3)
‘oﬁt

9

[
Y

anawazrirunAlUsknsutaaiulSa

3)

- Sannsansnnsndessuuegiamnze
6) NMsNAEBULAZUSULAY

- YIAFDUATVINIUTBITLUULAZUINITAIN

- SuwsimssarfioussAnnngean

o

7) msungeine

[

- Javiunudedveya (Backup Plan)

- AeRedUWRRNALISDE1AILELD

- A9EUUTEAVE N NLar U rnUeTsuUg 19saLileg

NSAARITEUULATDIABUNILADS LUV I8 TUAB UL T UTOU AITUAITANE LAY
o a vy v ° 9 ] P oA A 9 aa a a
andunislaggiaiuianuduglusiuiidueged wislildssuuniussanianuazainy

Uaensiugegn



TunauNsUHURY

Jaymuazguassa

wumensudlvdaynn/guassa

1. psfnfaszuudunnig

ANSTULASDIPBUNILMDS WYY

1. Jgmandaunas

- g13auasllanunsasessussuuluinisiidesnisiansla
- Yaymnns5eeiuTUin RAID visegunsaldaiiudeya

- Jagmnmsesranunagldanuaunsalsenicuieegng

F2
o/

2. Jymyauasinng

A ! A a Oovy
- wsedllanunsaynndefinnsla

ANSHUINISATURFNRANAS

nsAnfaEAnaeFunIadates

- JaRANaInINMIBUnALASLIeS
3. Ugwadadnguaznisidngs

- AN9A9AN IP address Ranain

- Jynssim W soadnion1s@ea15enInas ety

ANSHHTUUAIUNS DUNIATUTITALIS
ASANBIDNATDEIBLLDUN WAL
U URnuduneuluRnangaazdae
o ¥
anaudeslunisnutynivanil
Ingynnudym Ame1adeiingg
wily lngdedanndilevseveniny

PIYNFRINELTEIVEY

19



TunauNsUHURY

Jaymuazguassa

wumensudlvdaynn/guassa

4. Jgymanudiula

- gordwIsUAIeallaITaYnuUsTUIUU TR sHulA

- JORANAINIINNITAAAILUTWATULESY LU U IASLI8s
5. Ugymdruanulaaasiv

- Asiuussiacnulidasnsey
- msmamnssakarsruulnTeadlignaes

a0 1A 1 ¥ %
- fpdlmivisegnesusuaNUaendy
6. Uguvn1susuusiauazauinge

- msgumaun v ludlamanudiulidlavie

Y a

VBDNANATR

- MSUSUBAINISAIAIDIYN AL UUYINURAUNR

89



TunauNsUHURY

Jaymuazguassa

wumensudlvdaynn/guassa

2. NMSAS19ABURLABSIALI oY

Virtual Server

1. UsLANSAINAITNI9IY

_ msshassmineinseraviliussansnmanasdediousu
ABNNILABTNIYATN

- mshndereufinnediaiiounansindosuuAIosnen nRgI iy
a1ahluglymmsvianinensvessyuu wu CPU RAM

1%

= d'u @ %
WundaAuteya
2. N15IANITNSNEINS
- MsIREsINSNeINIT iz auenav Aty
U5 ANSNINUIDANAUMAIVDITEUY

- Mydseadayawazn1SNALe AT UL UTLLTRIIINABIIANTTIY

LASBINNUNINLALLAL DU

nsUesiutlyninail msfineiuay

manulalunislaau
ARLNILMIaNeUDE9QNABY N3
INUNY NTINFTINTNYINTDES
WNNzEN N153NEIINYanny
LaTNISNAFBUTEUUDEa LD
yonani msﬂ%ms:iﬁsmmguaz

AnwuuldRnananazdiuan

Tonmaindgmle

69



TunauNsUHURY

Jaymuazguassa

wumensudlvdaynn/guassa

3. AMNYULaUTUNISANAILAZAINUAAT

- MsfnRIkazimunAgeNdwIslaloukarsEuUURURNS
\ALBUDNT UL DU
- MSYNIASEUUEL D UAILNT0ERENSAUSEUUNENNLAZ AL DU

A % 2 A
duq leeradudesen
4. nsnuldldvassandwiswariasiies

- gandkIsMsalasasUINAlea lausavina LU

annwindeuiaiisuliognegnies
5. Ugymdruanulasasie
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e lEBmItinavinslinuionuaudld nulimmsalfnuamsssuuedorei
#¥uaugainiy

eclo  TABMItadumsmsiifszuuiietneniinsldnusmiu

eca  fmstmualisidanslfidumsuneieteaniaiesresiinmesvosldauluds
\A3esnBufAesUite

tee  swuueteteammresm e de flinsdeurelussruueietedug nouen
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szuuiASernsnglulaiderieniouen flaninsnsryuussUULATeTBLATgUNa]
vuedetne wiomieufudsilidutligtuegianouazmsszygunsnivuaedy
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Jfuussszuuianmadnfmenisnimuasmaedede
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dinAneuimsldmumnasmsmugumsiniuteyatsammenouiines (Log) el

To1a9519IM19PBNTINABS (Log) HAUQNFABILAYANNNINTEYTFIYARALANLLULINTG

Fovigluil

€oboe ANUATUIIU QNFDI WIS wazszymyaraiinfedesiananls uasdeyaild lums

oty snuatuamudulunsdnddoyatedpuassuuldldsuougaliudladoyad
Ausnwly enviudnsiadeusyuuansaumevreaniivends (intermal IT Auditor)
visoyARATINTTING EENEUMINY

&olo  mMuualiinstuiinnsvhauvesssuuduinnsuiinuvesldau

(Application Logs) uazduinsgazidunvesszuulasiunisynnidu duiinnsidn -
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YIAUFIA
. uanuenasiutuiinviesnmnedifnnsetind (e-mai) udsliurgldsnifiouansisans
wazvthilersuiiaveuvesfidemlumadhdsssuuansaume
o fmuslifinisnonneudninisdnfessuuasaumalneviuiidedldnuiuihnisaeen
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LazNgUYBITEUUAsAUINA IedAnansnsldau wazmuaudldliannsaldiuanzssuy
wetneiilésueynnawintu Tasudsoonidu o Teu Futelud
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ayvasUmNiunsasnflunslfouiniesneniinmesisivie (Server) wazszuy
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